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Empirical Study of WebAssembly Type Confusion Flaw in V8 Engine
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Tianjin University College of Intelligence and Computing, Tianjin

Abstract WebAssembly (Wasm), a high-performance binary instruction format tailored for modern web de-
velopment, is reshaping the landscape by enabling near-native execution speeds, cross-platform compatibility, and
language-agnostic deployment of applications ranging from games to computationally intensive software on the
web. This study centers on the V8 engine, the JavaScript execution environment within Chrome browsers, and the
security challenges it encounters in integrating WebAssembly, particularly type confusion vulnerabilities. Renowned
for its leading support of WebAssembly features, including JS APIs, Minimum Viable Product (MVP) features, and
experimental implementations of subsequent proposals, V8 nonetheless faces significant obstacles like type confu-
sion vulnerabilities amidst WebAssembly’s rapid evolution. These vulnerabilities can stem from various sources,
including JavaScript object confusion, mismatched instruction types, or inconsistencies in compiler optimizations,
leading to erroneous code execution or exposure to remote code execution attacks. Through empirical analysis, this
research delves into three representative cases of type confusion vulnerabilities within the V8 engine related to We-
bAssembly, encompassing JavaScript type confusion, instruction conflicts, and inconsistencies in code optimization.
By thoroughly examining their causes and potential hazards, the study not only enhances our comprehension of We-
bAssembly’s security mechanisms but also charts a course for reinforcing the V8 engine and enhancing the overall
security of the WebAssembly execution environment. It underscores the necessity for future research to concentrate
on optimizing compiler strategies, bolstering the robustness of type systems, and developing efficient security in-
spection tools.
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T SCA CINES'&N CifE XA
02 40 block while(x = 0){
03 40 loop
20 00 get local 0
45 132.eqz
0d 01 br if 1
20 00 get_local 0 Z=X;
2102 set_local 2
2001 get_local 1 x=y %z
20 00 get _local 0
6f 132.rem_s
2100 set_local 0
2002 get local 2 y =1z
2101 set local 1
0Oc 00 br 0 }
0b end
0b end
2001 get_local 1 return y;
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Version 1

Type

(i32,132) — (i32) Export
(i64, i64) — ()
0—0

‘ Name: "add", Kind: Function, Index: 0 ‘

Start

Import
‘ Function 2 ‘

Module: 'env", Name: ‘print", Type: 0 |

Function Element

Type Index: 0 ‘ Name: "add", Kind: Function, Index: 0 ‘

Type Index: 1 Start
Type Index: 2 ‘ Offset: 0, Elements: [0, 1, 2] ‘
Table Code
00000010 Code for Function 0
Code for Function 1
Code for Function 2
Linear Memory Data
[ | ‘ Offset: 0, Data: [0x01, 0x02, 0x03] ‘
0 Size
Global Custom Sections

‘ Global Variables | ‘ Custom Data ‘
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async function instantiateWasm(imports) {
const response = await fetch('module.wasm');
const buffer = await response.arrayBuffer();
const module = await WebAssembly.compile(buffer);
const instance = await WebAssembly.instantiate(\
module, imports);
return instance;

15 1 WebAssembly S AL AAL3[14]
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PATHRS I PE, M 5 7ESE B LI BL 5\ WebAssem-
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bAssembly fCHE 7E I8 1T I 2 E AT 55 IR LA 9 25,
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2 https://v8.dev/docs/wasm-compilation-pipeline

3 https://pliss2019.github.io/ben_titzer webassembly slides.
pdf
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V8 5| Z 2 sL B WebAssembly AR, SZFF
4 HT WebAssembly3.0 fRA I FTA FePE2, - HERFE
WebAssembly % 02 ZRFEEHE Hr. N 173558 V8 5]
3T WebAssembly {04 B 1 & HeE, V8 5|2
SEPL T 3T Libfuzzer B4R R AARR T H3,

V8 5| #E % WebAssembly Wl1at F 451 A& Bl 5
PIFRE I, P93 8 3ET WebAssembly — i3k fill #% i3k
ITHRG AFRBFE: —MRET CHRi e, Fl T
HEAT PRI CR 2 BRARATT , 3 — & 2 T JavaScript
B8 5, RT3 47 A AR AR IR R . V8 5] #id
it A E B B AR B I 9, AT DA Rk 78

1 https://github.com/v8/v8/tree/main/src/wasm

2 https://github.com/WebAssembly/spec/tree/wasm-3.0
3 https://github.com/v8/v8/tree/main/test/fuzzer

4 https://github.com/v8/v8/tree/main/src/wasm/fuzzing
5 https://github.com/v8/v8/blob/main/test/mjsunit/wasm/
wasm-module-builder.js

FELE AR, R I L DA HE R, DA
R V8 51 E%F T WebAssembly 1UH5 4 125 3 FF 1
B, (EAAELE AR BRI Ak, SCARIS /DN,
A7 55 AR AITE DL 24T WebAssembly 175 1H 4k F
HHAFF R B, % WebAssebmly A% 20 AL 36 AEFN
ENNIE B 2 1) TAET 2575

4 JmiE

ARZEATHAT V8 518 L ANV I T 1 SR A
oo B A ERANRIE IR I 538, s ve 5] %
Hh = AN iR WebAssembly 2R VR E IR A (JS AR
WHE[15], TaAFKBURIE[16], RALHIR[17]) SLH
AT, 25 H 24 HT WebAssembly 7E V8 5| 2475 [HA77E
B e R AT JEAT SEEA 1l U2, 150 B 24 HT V8 5] 2
£ WebAssembly S H¢ FATSIHAELE I ] @

4.1 AR EHEIR

struct MessageBuffer {
union {
char *name;
int namelD;
}; // share common memory
+
int main(int argc, char **argv) {
struct MessageBuffer buf;
char *defaultMessage = "Hello World";
buf.name = defaultMessage;
printf("pointer:%p\n", buf.name); // O0x***004
buf.nameID = (int)(defaultMessage + 1);
printf("pointer:%p\n", buf.name); // 0x***005
printf("Message: %s\n", buf.name);
} // Message: ello World

G2 RANRIEH R C 1S

1E CiE 5 B CHHBEFAUEH, RANREH R
PLSE SCAFE P AR FH — 28 284 53 e B ) 46 A v an 6
B, W HECEESRIR, (B2 JE S R
ANHeZS IR 1) 1% B IR R 00

AR 2 Bz AEE T C A union 45 M4 44 1 1 i 5
HRANRIEE R AR B B, FAFTREF AR & name 5
AR B nameID Fh A — B N A7l 23 A R 1 48
N7 name B AERINT-FF 5 "Hello World", Z
JEFEF nameID #E R AE AR #4545 5 "Hello World" WAL
BH2%E], BT name Fl nameID J:HH— NN AFE], T
FO6F name1D TRAE T, name FYIRAE 45 R 78 o5, SEL
HANRIE S R A

7£ V8 5| %] WebAssembly Fibk 24, S57IE
EHRFIFEAFE . V8 5 2%} WebAssembly 32 HF
FEFE R, {HAE WebAssembly H2R TR VR V& £ i Asn il
FAAAE— R R IR V8 B = A
478 WebAssembly 287 R VA YR SE451, 4951 9 IS 2K
ANRIES , TR BBNRIET, it RANRES.
6 https://issues.chromium.org/issues/40067712

7 https://issues.chromium.org/issues/40067050
8 https://issues.chromium.org/issues/41484431
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5% 3 fron A V8 5] Z& i WebAssembly 28 4!
VRV R T CVE-2023-4068 15 2., iAW F &
.55 Windows,Android,Linux,Mac 2%, FZURRRAS N
V8-115.0.5790.170 X LARTAR A, JilAZ24:4 23000
E 4. IR S I E A 2023-07-20, JFFATEH N
S1 High, J& T/ B . ZKHSE wasm 215 5
JavaScript ) null {E VR, Bt & REe A iX A
TR SIS AR R 25 IR, ELRRAE V8 MM 2 (A
ik 2¥, RIS PATIT T

%3 CVE-2023-4068 J (s B

A BB R S1 High
CVE %5 2023-4068
i 35 BF (] 2023-07-20
AR Windows,Android,Linux,Mac %5
EALTEN V8-115.0.5790.170 LAR{ A
¥4 23000 £4

V8 G Z& 5| N wasm ZSAH A T AP SR
ff o —MFN wasm-null, T wasm iZ17H(FFE),
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(module
(type (;0;) (struct (field (mut i32))))
(type (;1;) (struct (field (mut ref null 0) )))
(type (;2;) (struct (field (ref null 1))))
(type (;3;) (struct (field (ref null 2))))
(type (;4;) (struct (field (ref null 3))))
(type (;5;) (func))
(table (;0;) 1 2 (ref null struct)) ;;structref

(elem (;0;) (table 0) (offset 0)
(struct.new default 4)

)

(func (;0;) $main (type 5)
i32.const 0O,
table.get 0,
struct.get
struct.get
struct.get
struct.get
struct.get
drop,
end

)

(export "main" (func $main))

)
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FHIRAE A JavaScript 257 null-value, 1MAN/& wasm-
nulle CAZKE B null () B FR 4 HM IS) . 251
BRI B FREE (nulD BLJE AT BES BN wasm-null,
XAl e 5 AL 73 BT ) < E “AHTRVE - (AT BAXS null
AT ERNE, 5 V8 HEAR S (M hE Py 2%)
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BAE R, ROl 2-4 AEMEEREREG], fhm b
RHIRM, BRI 5 NRBERM . BB EX T —
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V8-115.0.5790.170 M LLRTRRCA, Jili 224879 20000
% & . IR AR E O Y 2023-07-07, U A PF
g% )y S1 High, J& T ™ HE iR . ZiFE T %N
extern.convert_any 84X ref null 0 f841E rax
T AR N A AT B, S8 T WebAssembly
VOARRR RS, v AR V8 HERR A [ N 2, SEILT R
RIS HAT B AE -

%4 CVE-2023-4070 JRi{s B3
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B 3 CVE-2023-4068 Jil WebAssembly SCASHE 24,

SR AEACRD 2, X T 45 5 44 R0 5020 1) BR A AE
WEIFAX 0 RER, T HEK T null 5l
1 https://issues.chromium.org/issues/40067712

2 https://chromium.googlesource.com/v8/v8/+/b947905d27518
b7764607708ec9t74ac3ea94b6b%SE%21/

WS 44F7R, V8 51 #E7E WebAssembly 4b P
BRI HOR 2801077 X EAFAE BB . BRI main 1 H
i, ZHEEAETHRh, AT Re BN F AN -
an, A main BRELAT, ref.null o GBI 4REHE
NBINGAFRR, R A AE rax 27 48 1 o X BB
ToF, LN IR TR .
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Bom, Bl rax W 7785 ELIEAGk ref TREFSHL AR
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3 https://issues.chromium.org/issues/40067050

4 https://chromium-review.googlesource.com/c/v8/v8/+/
5319506/3/test/mjsunit/regress/wasm/regress-1462951.js
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(module
(type (;0;) (struct (field (mut ref null struct))
(type (;1;) (func))
(type (;2;) (func (param ref null 0)))

(table (;0;) 2 2 funcref)

(func (;0;) $main (type 1)
ref.null 0,
call $callee,
end

)

(func (;1;) $callee (type 2)
local.get 0,
extern.convert_any, ;;extern.externalize
local.get 0,
struct.get 0 0,
ref.cast 0,
drop,
drop,
end

)

(export "main" (func $main))

)
X453 4 CVE-2023-4070 JiiF WebAssembly SCAA 3

extern.convert any 84 & A U A A )
KA, BHBEBNEAHENE. IR, B
dF @I extern.convert any 184 AL ¥ A7 2%
un rax {82, FIH ref.null 5 extern.covert any [
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TR ) FH B4 5 JE A
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V8 52415 WebAssembly 4 3225 5 4™ 4w
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N TurboShaft. 1% 174 LiftOff % iF a3 i 5
TurboShaft 2 ¥ 44 A5 H 22 #) Turboshaft LA A —F .
TurboShaft &1 %} WebAssembly ' CallRef 54
Ml callbirect 452 #AT LA AT B A B, AR
HUd FE 224 callRef 454 M CallDirect i %55 1
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d8.file.execute('.../wasm-module-builder.js');
(function Simple() {
const builder = new WasmModuleBuilder();
let void function = builder.addFunction(
"void", makeSig([], [1)
) .addBody ([1);
let main_function = builder.addFunction(
"main", makeSig([kWasmI32], [kWasmI32])
) .addBody ([
KExprTry, kWasmI32,
kExprCallFunction, void_function.index,
kExprI32Const, 42,
kExprCatchAll,
kExprCallFunction, void_function.index,
kExprI32Const, 0O,
KExprEnd
1) .exportFunc();
let main = builder.instantiate().exports.main;
main();
// main function TurboFan optimize compile
%WasmTierUpFunction(main);
main();

HO;
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