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1. 18 L 4
ok 5 T AE




. survey A—AEZ:
1. protocol syntax acquisition and modeling (133035 F KR 5 242 )
2. testcase generation (MIXAFH] £ A% )
3. test execution and monitoring (M]iX AT 5K S M])
4. feedback information acquisition and utilization (R %%13 & KI5 A F)
o FERPLIK AR H
» Pk —: TLS MUREM A T BN 5 Z 24 (RS HS)
- HAT TAEILK: APt BARSR IS AT RS AR A A RSN, FIRERGA R HEEET
- WXL I 1:
L B TWHBCRERET R, REMATE, FTRALREREY, RIEARFC AT ARIESHE, F
ZRHILHARETREHLARSHESTEX (FERSHIEEX: S, RS, &4, a1F)
2. FrIREHBTEXBNI]FAGAH ZCREMNF, LA RIREM
- PR  HR B AR BT X R REAT- A R )
- FATITAERIR: AKX (ZENTEFWsUEE), T F T4
- WL T 2:
1. (wireshark) A%% TLS % #LIR L5 7 449 m%, seed &
2. MBAT: KW seed FEMENHLEFT] (5L HFHE) SREFRTYTH
3. AESR: ALH LLM MATR ST K, M B H G4ER (CHATAFL-NDSS-2024)
» P =: IR E F Oracle #4945 441
- BATTAERIK: A THEXEEANRLEF; FHRLTHRNFTFREAR
- WAL TAE 3: AR RN A BEAT AR F e 494 R L
1. AF 3R SEATAR R ME AT, 5 3 i TR AR AP % vl 69 AL
2. ERAFFHEAE, FAEFEHIN (RiEF) HFLTH, FALTHFHHAE, (EF trick)
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5% Ie— AN s IS fo X 553
o FIn—: RFC A% 89 L0 b B
» AL A 2 L ?
- R G B R, RAEKRAHE, TURERKAMEX GLEA, k&, &4, #H1E)
— RAEME XA L- (¥ RFC AN Fo LRI L ER FHAITHZ)
G REHLR L, S KREBLHL L
o Kt U Al MR ES
BN GIAHEEXAHEFR), Al (FTHERALFENLHER)
« M Uinih; 4 R) MIRES
Brd: GadHEEARHEFR), Al GFTHERELFROLHER)
L] 69 55 K ?
- XAFRE (AREZTHAE) B EEHRKIEINEXOILAKE (1n 95)
- FELAFE (KREMNRALAR, KA, FHEHEX)
B AR: M-/ AR A
- B EIAAN GG (%5, TEFET, XARK, AL, K&, %4, s1F)
— 5 AE SUARHLIN 84 G A -> 3 A SC R LI 69 2R AL
« REMAELRE (RAELEFINGORAE, RIREMGELAER, THLS RS FLAAN])
o R (RATEZEEWEMTEE, BT REMT S/ TGN/ d)E42)
c HTHEAZXX (REXFHENTFERAR, & TRENT G ZH/FHEFIBTERE)
5 3h— BARARAL-(Br A\ RFC8446 I 4%, = ih 8446 SIS KA # 45T X KIEE)
— 412t RFC XA #t T andk, AT REEL#HTLEIS
- Al R KA G SN EL (EHFFREG, TAME L) (A+LLM)
- AR BEHATEX (R, &5, K, a1F, B X4E(MUST) T (AI+LLM)
P8 2E R 233 AL -56 dEHLN-51 X 42794 A MUST/MUST NOT #LR] & B4R K —3R5-)
~ 126 W & 4£79-(101(MUST),21(MUST NOT),11(SHOULD),5(SHOULD NOT))

v

v

v

v
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« BT ERD, WAL REHB, TACRRRKSWEXN L, k&, F4, 315 a6

W R R 499

» %0 48 (Start, End, Action, Guards)

— Start/End: K EAL B/ KRS L 5, Action: X T8 &89 & 32, Guards: P14
— (START, RECVD_CH, Check ClientHello Format and Parse,ClientHello Legal Format)
o B —: client K Z IR L8949 R (server MEATIR L A9 49 &)

» {4.1.1. Cryptographic Negotiation}[If there is no overlap between the received
“supported_groups” and the groups supported by the server, then the server MUST abort the
handshake with a “handshake_failure” or an “insufficient_security” alert.]

» ClientHello #) supported_groups 4" /& 5 server #J supported_groups XA X X, N4,

» (START: RECVD_CH, END: ALERT,

ACTION: [abort the handshake and send alert], GUARDS: [no overlap between the
received “supported_groups” and the groups supported by the server])
o BB = : server RiEZIR LG94 R

» {4.1.3. Server Hello}[A client which receives a legacy_session_id_echo field that does not match
what it sent in the ClientHello MUST abort the handshake with an “illegal_parameter” alert.]

» RECVD_SH 7 240k 3] server & i 69 I~ fF & #7889 ServerHello 4R T

» (START: RECVD_SH, END: ALERT,

ACTION: [abort the handshake and send alert], GUARDS: [a legacy_session_id_echo
field that does not match what it sent in the ClientHello])
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o AT A ZHPEEIFF—ANREH?
» 1Z ARSI, EBH/T FUZZ B4 False Positive (VAR IEEFIREE) a9F I
T M) 3 — AR S HL?
» By N4 RFC L A%
s Tik—: AT ERARGMNE, FHEE, FTANGME (Ground Truth 35 12)
» Jrik=: LLM #9493, %3t Prompt 347 RFC A% 8941 9 Fo 78 XA E
S AT B E A GRS AL 0w T AR 2 A 249 ?
» KA MAHIE) EF T4, Mtk
- FRIRAL I/ QR (KA LLM 7 Ak 8 shil b B A TA) 32 7 kAR 567)
« RESTler (ICSE 2019) , RFCNLP(S&P 2022), ChatAFL(ndss 2024)
« benchmark? PROFUZZBENCH(ISSTA 2021) (benchmark for M 2 #r34X % Fuzzer)
- B 23t?
o REMAHZ R . RECNLP(S&P 2022)- 5 & T4 R ho i 4 3% 9 ik 47 b £
o JRESHLEGIE B 2K . ChatAFL(ndss 2024) b Bl T Fuzz B m &89k 5 % £ (benchmark)
L. AT ERFIRG MR Z AT TR —HAB)MEGANE S (ATREEHETLX)
2. A F LLM A2 69 M m &£ & (8448 X Prompt i&7t)
3. 1.4 2 MGG B2 St it ek, +HH 2.77 %89 F1 score S 45 4R
PN R AR F AR
s g, FRHmT, TN LA, ARIESTHE
» AL AN, Q26 KREEEANE, XETELAR
» 3% (server/client/both) , (JRHH/E F5) - CLE/RE), &, a1k
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AR A A TR
o MR )£ AR T ik
1. A X (generation-based): 5K 4% € 15 & £ Ak M X A7)
2. T 5 X (mutation-based): & F & k& F F R4 THITEF (T =, HFAT)
» FITM (fuzzer-in-middle): X% M ALZRE P xR 4 Z H 8RR Z-HRIRF B A%
P3RZ BN RE, JHAEFRAT LT LA TR
3. £ X (generation-based) +% F X (mutation-based) - (T Ei&FL+iF A9 BUEEFITE)

. L2HITHERV
» ] LLM # 47 CVE &R R X 69 i 47 (V)
» # F RFC8446 X A% # 47 # % TLS ClientHello 48 X # 3% (V]
- R KEFELLM AR Z2M, 525K T
» T RFC8446 X AS#AT A 4 TLS R XA E, AR BT (KE, mFHNLE) X
» ARIAY TLS 48 5T VAR T 48 2 7 X AT 40 55 35 9 (Y

. BE
» A F RFC 23 XAHSATE I ME, 3 E 0 F0REIK, ARG (RNEFIREE)
» RTCARIEMBITF], LLM T AR IR L4 (Example Learn 2k R 4F)
» EAGEEPI L 2 T 5 3] 2| 690K B 454
. ik
» PR F XA AR T R
» AT RFC SASHATAN R GEIE), &9 LLM R R A ZAN, 5T oA T 45 4 SCAAT/ £ %
(AR A TR A5 5] AR 38 5% Example 5 5] 5 R)
v VEH MITM BHEZE P 542108 A TLS 05 8 (B eanil it & XME)
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TLS & 5 4R L A&

« MR )89 ClientHello & SC(LLM #) 3 + By A 14 E)

shEs%, random SRELARBANUA R,

//  --->(wmamaey clienthello stig, #HIRERARE, HAMNSSH)
// 2. (HFRFERZzIR, 748 supported groups, key share 3skit3, SR, LM CHARTIFH )
//  --->(33FFeaxxiEey ClientHello sHa &40 1T MK, THPRESHRIE, SRA P IRBIFINVFAIL, WHRALIRHAT XHABMA S5 x25519)

aFA L clienthello sH&, FHFREESSSE, MBERESE, LEPIK, REmbTik/axizm clienthello s,

// --->(waTEeri clienthello A stdrss %%)
[/ FHSFEA LA, MBRERFISAREMN, AR TIEZE R FTR
// ———>(5:-ﬁk?i‘;§fé;‘i éﬁﬂ"—’Pdlu)

[/ (FFrRasiey—imP R, WANKEHLFHR, LBits extension length #vzmsk, zwit3: clienthello length evzsss), TEH—TRBHPINER,

// 1. WAMFPRBEeHBHREE (B.1-B.4) HRFelrarrase, 493280 TLS1.3Clienthello sAas4y, HRPIEIE, ARIKRFERE, REFSITIHFTE

AR

TLS Message Length «-----------------o-oooomooomy

Handshake Protocol Type «---- ‘ 16 ‘ 03 ‘ 03 | OO | 72 | 01 | 00 | 00 | ‘ 6E ‘ 03 | 03 _ -’ ClientHello TLS legacy Version(TLS1.2)

TLS Version Type <« : H
Handshake Type <-------------sc-ocmcoomoomooooeoeoonl emmmmmmmoomosmosomessoooosossosossossooonoooeo » ClientHello Message Length(110)

Rk > Random
-» Legacy Session id Length

L Cipher Suits Length(2)

01 1
Compression Methods Length(1) «--: ‘-» Cipher Suits(TLS_AES_128 GCM_SHA256)
Compression Method(Null) «------- ' 00 7-* Supported_groups Length(4)

Supported_version Type « ------------------------- -+ Supported_groups type
Supported_version Length(3) < ! : e SGeeneE L L EEEEE PR e > Supported_version version(TLS1.3)
ettt et ettt *> Supported_version len(2)

0.8 | 04 | 00 | 33 | 00 ‘ e Key_share extension length(38)

Signature_algorithm type «--------- : : boommommmemeooees » Key_share extension type
Signature_algorithm length(6) «-------------------sommmmmoooooco oo i : , Supported_algorithm 2

; . N b rsa_pss_rsae_sha256
Signature_algorithm algorithm len(4) « Supported_algorithm 1

ecdsa_secp256rl_sha256

Supported_groups groups Len(2) <--;
Supported_groups group(x25519) «

- m - loo| 1D [00]17[00 1€ 0019

Client Supported Group(x25519) <----
-------------------------------------------------------------- » Client Public Key(x25519)

Client Key Share Length(36) <

Client Key Exchange Len(32) <----------=--=---mommmomoooo oo
00[18]01]00|o1]o1]01]02| [o1]03|01]04[00]|23]00]00]

00|16 |00 (00 |00|17 |65
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SIS AR SUHLM T AT

o FIE . IRIH G T E
1. FRH B 8904 . UK 4E Client #= Server 4 38 &9 TLS 4R T
2. FRH SN AL : K TLS R LA P A=k A5 4545 70 X317 IE AL
o IRIH B89 EE . IKIE Client A= Server 4 i8 89 TLS 4R L, ) B &) % 35 3 73R U A0 B2 a9 fR 58
o I EREHEATEXAN LS, RS, &4#, 1F) EE:
s WIHEFP T AR L QLA RSHEBRTEC XN T AR ARG (40445, 45,)
» K F OGRS HA AN & K B B4R TLS L A7) £ (MAP-1)
1. JRIR 7 249 TLS L5 7 pbde— ok & % 69 TLS 8 F 1342,
2. R —MBEHZHEREMNE (HRESHLAN]EH )
3. #—AEMIL I FHENRL, XKL S REEHAN F 655 R IEE,
4. BRI G EZ TR IAIRE T A B a9t g X &,
» BRI 7 5 MR A & X8y E T (MAP-2)
1ﬂmMMw#%i%ﬁﬁ%%ﬁMﬁﬁ&&ﬁiﬁﬁ%ii%ﬂ*
2. AR T AGAZ AL RS BT IR S S5 3 AL o A9 AZ Ak & BPUILAS AR S
3. ARIEIX RS X, KA T UEIR LA F) o X2 A KK AR5 850k % A D B
BANPBERETR—ASKREF] 5 —ANIRS 645 403842,
» RN E R0y L L R4 54 (MAP-3)
1. 3FF MAP-2 ¥ 350 5 69 A0 B &RAT R BT i 3 2 89 K S 4545 800 .
FARE AT ARA — R 4F 2 9 5, X S 2 L TATH T ARILE#HA2)0E
R BFRGENGLERL, §2AMT IR LHHITRSY, ERFELEAALIELFR
BRI BAAINC AT X, 2o R WA NI N R LA FERAET H61%
A RERH
o« BHEFEE: AIME+LIMER (ALEROEEERELLM b4 2, 5 F1 2%F)
« AR 43 MOTIVATION EXAMPLE #9#L 0 #H 47 A TICfe, LLM 5269 IC Bl

Ll A
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CVE ik 32 %

. target: C:\Windows\System32\schannel.dll
2. i R AN : RFC8446-4.2Extensions

When multiple extensions of different types are present, the extensions MAY appear in any order, with
the exception of ”"pre shared key” (Section 4.2.11) which MUST be the last extension in the
ClientHello (but can appear anywhere in the ServerHello extensions block).

3. ¥ & TLS1.3 ¥ client 374k 545 4% : START —WAIT _SH(X % clienthello 74 &)
R IR L LEM(R BRI A 2 A psk, & =AS psk 1 % — A psk JE k&

TLS Message Length +---------------mooooooooomoony R + ClientHello Message Length
Handshake Protocol Type [16]03Jo1]os[F2[atJoofos]| [EE]o03]o3 85 B 85]B5S5] - ris version Type

TLS Version Type

56 |56 | 56 | 56 | 56 | 56 | 56 | 56 56 |56 | 56 | 56 | 56 | 56 | 56 | 56 | -» Legacy Session id
Compression Methods 56 |56 |56 | 56 | 56 | 56 | 56 | 56 56 |56 | 56 | 56 | 00 | 08 | 13 | 02 | . Cipher Suits Length

Cipher Suits «---- | 13|03 |13 |01 |00 | FF | 01 | 00 05|9D|00|0B |00 |04 |03 |00 ) )
FI ===} --» Ec_points_format extension

. Extensions Length

Supported groups extension
A

-+ Session_ticket extension

:-+ Signature_algorithm extension

g
v

Extended_master_secret extension
-+ Supported_versions extension

Psk_key_exchange_modes extension .
N -+ Key_share extension

2057 (D7 |7B|B3|D4|67 |04 FB [BD 4B |50 | 8B |AA| 6B | E7
AD| FF [OA | 8E |85 (8A |06 | C9 OA|B1|53|BA|3D|E2|6F|FC

v
Pre_shared_key extension(violation)
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FIe = HLN A8 6945 5 L 57
« FR=. T EEANEA T FRER/FERF
» APt Ie IR ELAG AL K (IR AL, B B ALI )
AT EARE I E, POREASTEAT &, &4 (MUST (NOT), REQUIRED, SHALL (NOT))
1. I>E AR (Verifiable Enforcement Rules):
X R AN T A A I, B R AR AT FUL &G AT ILH] o IR GE PR R B X S AL BT
DMALFF R ERALEAS, "WIT B TERTAHAHGE K.
The “pre_shared_key” extension MUST be the last extension in the ClientHello (this facilitates
implementation as described below). Servers MUST check that it is the last extension and
otherwise fail the handshake with an “illegal_parameter” alert.
2. 7 HMHAN (Declarative Compliance Rules):
X RALN A B AR, AL AR B AR A9 IR GE RIATILF] . "B B R T X LI A
AR TR 6, "B AR R X AL Y AR, AR ST AR A A A9 IR dE R RJE R o
legacy_version: In TLS 1.3, the client indicates its version preferences in the “supported_versions”
extension (Section 4.2.1) and the legacy_version field MUST be set to 0x0303, which is the version
number for TLS 1.2.
» 7 BAPEALNAE A Oracle 46 FIR L E F (M Fuzz TR A K, &A1A Z2HAE:)
L AT &P 7 (R m A5 AL ) ~TLS-Anvil
2. BEFAELEHA CGHAEHEAN) A TELINY) — FARIRMEE CVE
3. BEAER MBI (2 5 AN
— VA BB AE A T F Oracle, #)3iE i goaX sk 5 B M AL 69 ) X AF 1)
(D ER, —HoRABA, —35 H LLM)
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HE 2R 28 4+ -Input Generator

-~
Q
Input(s) Input Generator (§4) 2 Bug Collector (§6) Output(s)
(]
]
Seeds or Communication Model . , Testcase = || Memory safety bug || Non-memory-safety
Input Model > Construction (§4.1) [P] Scheduling (§4.2) = 0 ction (54.3) | [€ detection (§6.1) || bug detection (§6.2)

chstcasc TFccdback Runtime Info T

Executor (§5)

Program Under ] ] i ' ‘ ' ‘ N
Test (PUT) || Efficient Execution (§5.1) EEE— Runtime Information Extraction (§5.2)

Bugs

« Communication Model Construction:
» Top-Down-Automatic-LLM(# F RFC A LLM B #h{LFhHR)
» 3} tb: RFCNLP, ChatAFL
« Task Scheduling:
» Hierarchical Approaches - & 7 & (43 AR )
1. Rarity-preferred: K& AT K4 - (AFLNET, StateAFL)
2. Complexity-preferred: # R3estigE k£, REEE, T L F R &4 ¥ - (ICSFuzzer, Pulsar)

3. Performance-preferred: 22 =R E %, REFEE%E, XKI L % BUG - (AFLNET, StateAFL)
» Monolithic Approaches - ¥ 5 7 & (K& 4645)

1. Rarity-preferred: K& #ATK#K - (SGFuzz)
o Testcase Construction:

» Packet-Level Construction Strategy

- reducing input space: H F%niR 5|3/ R BAFHE/ IR L LA 15 X REAT

— improving the effectiveness of triggering bugs: + K %212 3| /Study #L= KR 258 45 F
» Sequence-Level Construction Strategy

. > >\ - > ‘7[‘ \3 N > > B W2
— A Arq A -_hacade. x [F] ELE ¢ 0] /] Ex] ' Hry 2 > N AL Ao e El TR R FR 2 7 E -~y El =
- c v pd - ury - % S

— mutation-based: % A% 5 FIH 8 Ef‘]ﬁ’%i—?«&éﬁﬁﬁl% M deaiE S 1‘]’*5( (AFLNET)
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AE 22 280 /4 -Executor

Fuzzing Target Instances

Testcases (2 Input Feeding @) Execution Reset

Environment
States

Program States

l/_/

(3 Information Extraction

Runtime Info |«

A
. prepare once

(D Execution Environment Preparation

« key techniques and improvements in efficient execution
1. Execution Environment Preparation - Parallel testing(Emulation) - (] /& /42 34 2 ¥ 3538 %)
2. Input Feeding - (0FA-based, Socket-Based, shared-memerybased, File-Based, ethers)
» Socket-Based(P2P, Proxy(MITM))
» File-Based(#] Fl 4G ALK 19 2845 0 - 3 4 L A4 )
4. Execution Reset - (reset time selection, execution state reset, execution environment reset)
1. Time Selection - (B /€ B 8] 18] [%/4X 2 45 4%/ %) - (AFLNET/AMPFuzz/SGFuzz)
2. Execution State - (message-based-reset;proeessrestart, snapshot & recovery)
» snapshot & recovery - (Process-Level/Virtual-Machine-Level)
— Process-Level - (fork-based/ptrace-based(CRIU/DMTCP)) - (AFL-based/SNPSFuzzer)
— Virtual-Machine-Level - (virtual machine hypervisors) - (Nyx-net)
3. Execution Environment - (# &/ RN & X4 & 4/ % AU BR) - (.../SnapFuzz/Nyx-Net)
« key techniques and improvements in runtime information extraction
3. Information Extraction
» Hardware-Assisted - (Intel PT) - (Nyx-net)
» Software-Based - (SSI/SDI ## 4 /31 & 464%) - (...)
» Externally-Observable-Behavior-Based - (1K & 45 /#k 3/ B & /55 #%1% &) - (AFLNET/SnipFuzz/...)
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HE R 28 4F-Bug Collector

=
Q
Input(s) Input Generator (§4) 2 Bug Collector (§6) Output(s)
(]
()
Seeds or > Communication Model . , Testcase lf-‘- Memory safety bug || Non-memory-safety
Input Model Construction (§4.1) » Scheduling (§4.2) Construction (§4.3) detection (§6.1) bug detection (§6.2)

chstcasc TFccdback Runtime Info T

Executor (§5)

Program Under ] ] i ' ‘ ' ‘ N Bugs
Test (PUT) —> Efficient Execution (§5.1) —» Runtime Information Extraction (§5.2)

 Bug Oracle(Memory-Safety/Non Memory-Safety)
» Memory-Safety

(Fatal Signals and Sanitizers/CrashLogs-and DebugInformation/Error-Signaling Messages/)
(Abnermal Physieal Behaviers/Timeeutand Liveness-Cheeks)
— Fatal Signals and Sanitizers - (SIGSEGV,SIGABRT,.../sanitizer)

— Error-Signaling Messages - (special responses or status codes)
» Non-Memory-Safety

(Incorrect Message Content & State Transitions/MessageIneensisteneyinTransmission)
(Abnormal PerformaneceIndieators/PifferencesinExeeuntion/ Timeoutand Hiveness-Cheeks)
- Incorrect Message Content & State Transitions

« canonical state machines (KA #4%)

« linear-temporal properties - (F ] A5, 13 &M &K, ELRG. WURESRLL) - BHAEH

« constraints of response messages - (/%J ﬂ"‘«%’i Q) ﬁ( )
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AE 22 4 AR B

1. 5% XAER: A Survey of Protocol Fuzzing
2. Input Generator
« Communication Model Construction: Top-Down-Automatic-LLM(RFCNLP, ChatAFL)
o Task Scheduling: Hierarchical Approaches - 7~ /& 7 % (A 3f £ /K E)
1. Rarity-preferred: JKZ&#AT K& - (AFLNET, StateAFL)
2. Complexity-preferred: ¥ & 5+ % *&H & - (ICSFuzzer, Pulsar)
3. Performance-preferred: ## =K F 2%, KEHE L%, XML % BUG - (AFLNET, StateAFL)
« Testcase Construction: (Packet-Level/Sequence-Level)
1 RGEMNEM: X FR 5] F/4R LA BT/ AR L M5 R AT
2. #HH AR K BUG 89 2tk : & K 42iR 5] F/Study #2 R IF L5845
3. IHERINEF: FREEHELFIFHE FHGAALME
3. Executor: (execution/runtime info extraction)
1. $ATIR 3% E % - Parallel testing(Emulation) - (] R /A2 4R X 3530 5°)
H B AR - Socket-Based(P2P, Proxy(MITM)); File-Based(#] Fl #5421 M 24 4% 0 H d h L AH3E 1)
B 547 & Ah BL: Externally-Observable-Behavior-Based - (K 225 /4) L) - (AFLNET/SnipFuzz)
WATIR I E E - (reset time selection, execution state reset, execution environment reset)
o FH AR I - (B 2 B A 8] [/ 4K A A AL/ 2 98) - (AFLNET/AMPFuzz/SGFuzz)
o PATIRESE E - snapshot & recovery - Virtual-Machine-Level - (Nyx-net)
o WATINIIRILE & - (B LB BR) - (Nyx-Net)
4. Bug #% % : Bug Oracle(Memory-Safety/Non Memory-Safety)
« Fatal Signals and Sanitizers - (SIGSEGV,SIGABRT,.../sanitizer)
« Error-Signaling Messages - (special responses or status codes)

Ll N

+ Incorrect Message Content & State Transitions
(canonical state machines/linear-temporal properties/constraints of response messages)
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7. 15 L5527
«mllfﬁ"r?g:/}




HLI o Bt G S k5% B

1. 5% XAER: A Survey of Protocol Fuzzing
2. Input Generator
« Communication Model Construction: (RFC #L0| /AR /& B 7 ¥ TAE)
Top-Down-Automatic (RESTler, RECNLP, ChatAFL, HDiff)
» Control Experiments: % B8 5% 3o, 45 B 77 ik 649 .E 34 M An V5 1
» Ablation Experiments: 7} &k 55 3o, 1 B AL 0| b B 77 & ) 3069 A 2k

Year |Journal| Work Target Control Experiments Ablation Experiments
2019 | ICSE | RESTler HTTP i Code Cov
Num of bug
2022 | DSN | HDiff HTTP - -
2022 | S&P | RFCNLP |TCP,SCTP,PPTP,...| #fi € X #LW Bert, designed-Model | A& 2%] % &, 7 )| 4545 8)y, 55 #4 iE
2024 | NDSS | ChatAFL |RTSP,FTP,SMTP.... LLM A3 A T FhE -
- - | RFCFuzz SSL/TLS LLM Fh B A L FhE A F R (K, FH HE)

Total/Precision MUST (NOT) | REQUIRED | SHALL (NOT)

Maual 212 175(33) 1 3(0)
LLM
Total/Precision MUST (NOT) | REQUIRED | SHALL (NOT)
LLM(Full)
LLM(Chapter)
LLM(Paragraph)
Maual 212 175(33) 1 3(0)
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M X AF A7) 44 22 L TAF

1. 5% XAER: A Survey of Protocol Fuzzing
2. Input Generator- Testcase Construction: (Packet-Level-Mutation-Based/Sequence-Level-Mutation-Based)
o AT H R He iR Gh IR 3t 4T B F B89 15 7 (Packet-Level-Mutation-Based)
o AT R 5o R GBI FAT A T 28 69 BN IE BT (Sequence-Level)
3. Executor: (execution/runtime info extraction)
« ERWEA T K, KA, AR TTH &
o i ¥ T 4E(AFLnet, StateAFL, NSFuzz, DY-Fuzzing)- tb X4 % £ %, K349 CVE 4=
« H 4RI H RFCDIff - #47 ## StateAFL/AFLNET T £ 5% 3037 3 250 R
» Execution State Reset: /TR S & &,
» Execution Env Reset: ##/T3R32E & ;
» Runtime Info: #ATIRIT 6913 &:;
» Monitoring Method: Fuzzer M 4 6913 &;
» MiTM: Man-in-The-Middle-based packet injection; ¥ 8] AR iz A\
» PSR: Process-level Snapshot and Recovery mechanism;# #2 2% B 8 = £ H K
» MR: Message-based reset; & & £ RIH & F F HATIRE Bl AL &
» UPSR: User-Provided Script Reset; Fl 7 & X B A & B AT E =
» SSI: Software Static Instrumentation; 2k 4 25 45 4%

Year |Journal| Work Target Env Input Execution | Execution Runtime Info Monitoring
Prep Feeding | State Reset | Env Reset Method

2020 | ICST | AFLNET | General - Socket(P2P) MR UPSR State & Code Cov | Resp & SSI
2021 | ESE | StateAFL | General - Socket(P2P) PSR UPSR State & Code Cov SSI
2023 |ToSEM| NS-Fuzz | General - Socket(P2P) PSR UPSR State & Code Cov SSI
2024 | NDSS |DYFuzzing| SSL/TLS - [Socket(MITM) PSR UPSR Code Cov &# of Bugs SSI
2024 | NDSS | ChatAFL | RTSP,... - Socket(P2P) PSR UPSR State & Code Cov Resp

- - RFCFuzz | SSL/TLS - Socket(P2P) PSR UPSR State Cov &# of Bugs Resp
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K2R X AT EE 5 0K gk st 1b

o XFR&IX B
> (FL ) A BR)-(FL ) = BL)-HL ) 45§ T )
» VMI:Validity of Mutated Inputs; S {2 it 8] & px 35 S E 5 A£ 15 69 AN 5/ L 15
» State Cov: & Z F| LT K E
» State Trans Cov: /& Z 2| 69 WL S 3369 15
» Code Cov:y AT/ B 2K
» # of CVEs: X 3L CVE 894 &

Year |Journal| Work VMI State Cov | State Trans Cov | Code Cov | # of CVEs
2020 | ICST | AFLNET 0
2021 ESE | StateAFL 0
2024 | NDSS |DYFuzzing 4
2024 | NDSS | ChatAFL 4
- - RFCFuzz 2
o HERFER
» VMI:Validity of Mutated Inputs; S {2 it 8] & px 35 S E 58 A£ 15 69 AN 5/ FL 15
» RE:Rule Extraction;#LN I B 7 TIS H &4 M 22 RS HF X4 R
» RM:Rule Mapping; ¥L | IC B2 KA+ F 5 AL 0] T B, =T L8, 21 = 29 &
» PM:Precised Mutation;#5 44 & 7, %1 | & — L0 A4 3215 LAk & /5 2148 L
Work Construction VMI | State Cov | State Trans Cov | Code Cov Note
AFLNET(Baseline) AFL Mutation Strategy(bit flip...)
AFLNET+RE A TLS WX £E 44 6904 &
AFLNET+RE+RM FrA TLS RS #4097 & 5 7
RFCFuzz(RE+RM+PM) 35 U E AR 69 TLS 4 & 5 7
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CVE-2023-28233(28234)

. target: C:\Windows\System32\schannel.dll
2. i R AN : RFC8446-4.2Extensions

When multiple extensions of different types are present, the extensions MAY appear in any order, with
the exception of ”"pre shared key” (Section 4.2.11) which MUST be the last extension in the
ClientHello (but can appear anywhere in the ServerHello extensions block).

3. ¥ & TLS1.3 ¥ client 374k 545 4% : START —WAIT _SH(X % clienthello 74 &)
R IR L LEM(R BRI A 2 A psk, & =AS psk 1 % — A psk JE k&

TLS Message Length +---------------mooooooooomoony R + ClientHello Message Length
Handshake Protocol Type [16]03Jo1]os[F2[atJoofos]| [EE]o03]o3 85 B 85]B5S5] - ris version Type

TLS Version Type

56 |56 | 56 | 56 | 56 | 56 | 56 | 56 56 |56 | 56 | 56 | 56 | 56 | 56 | 56 | -» Legacy Session id
Compression Methods 56 |56 |56 | 56 | 56 | 56 | 56 | 56 56 |56 | 56 | 56 | 00 | 08 | 13 | 02 | . Cipher Suits Length

Cipher Suits «---- | 13|03 |13 |01 |00 | FF | 01 | 00 05|9D|00|0B |00 |04 |03 |00 ) )
FI ===} --» Ec_points_format extension

. Extensions Length

Supported groups extension
A

-+ Session_ticket extension

:-+ Signature_algorithm extension

g
v

Extended_master_secret extension
-+ Supported_versions extension

Psk_key_exchange_modes extension .
N -+ Key_share extension

2057 (D7 |7B|B3|D4|67 |04 FB [BD 4B |50 | 8B |AA| 6B | E7
AD| FF [OA | 8E |85 (8A |06 | C9 OA|B1|53|BA|3D|E2|6F|FC

v
Pre_shared_key extension(violation)
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PR PAWALY - A - Y

#include <stdio.h>
#include <stdlib.h>

typedef struct Object {
int value;
int refCount;

} Object;

Object* createObject(int value) {
Object* obj = (Object*)malloc(sizeof(Object));
obj->value = value;
obj->refCount = 1; // #&#wsimitazs 1
return obj;

}

void incrementRefCount(Object* obj) {
if (obj) {
obj->refCount++;
)
}

void decrementRefCount(Object* obj) {
if (obj) {
obj->refCount--;
if (obj->refCount == 0) {
free(obj);
}

F 2095 At iR e
I A 5] A
SR 5] RS

5| R R0E

ez AN

> 8=

IR RA N EEEHAR R TRIZAN ZH5] NER R B3 AAREEER
B F B E AR Ad 2o R 5| AR E R Y e F RS IR,

int main() {

// EmER

Object* objl = createObject(10);
incrementRefCount(objl); // refCount
decrementRefCount(objl); // refCount
decrementRefCount(objl); // refCount

2
1
0, IFZRMEEIK

// #i% 1 =ic#gm3I At

Object* obj2 = createObject(20);

Object* obj2Alias = obj2; // zizséios|imitas, 12225
decrementRefCount(obj2); [/ SERRIER

// A o0bj2Alias #HSBARXITH

[/ #i% 2. RATH>BIA it

Object* obj3 = createObject(30);
incrementRefCount(obj3); // refCount = 2
// &=iesEmA decrementRefCount(obj3)

// BPERATEMA, 0bj3 WRESWEIK, SEAFAR

// #i% 3: BlAitEksEk

Object* obj4 = createObject(40);

for (int i = 0; i < 1000000; i++) {
incrementRefCount(obj4); // osesz refCount st

}

// #af refCount smsm= 0, F—R decrementRefCount HsgiRitieinsdR

// #ig4: wEHR3IA (£ CPRON, BERIFERAPTAKL)

[/ BB RE RS RIBAEMRIR, HE R R — AR

Object* objA = createObject(50);

Object* objB = createObject(60);

// 1Bi% 0bjA #F= 0bjB #Z31M, 1EFVIKFE 24 e VU A ITBRAZ A TEZR

// BPIEsARBARFASIMA ObjA F» 0bjB, EC&SIA ML RS 0, SBAGFMRF

return 0;
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W R AXAL 5245 - 5| ) AR 1R

// CTls13ExtServer::ParsePreSharedKeyExtension &#k // TLS 1.3 =omichaydmshmsa
int64 t CTls1l3ExtServer::ParsePreSharedKeyExtension(/* & */) { // faRIRBESD S DR LRI RE— DS I5IFIRLERGY,
// ... (ATEEHKDES) // mEEF¥rigzE binders 4, FALex binder &iEZiE,
// SRR B TRERZSREM, S2S|A TR IR BN T AT // xRN ParsePreSharedKeyExtension &k
if (identityLength == 32) { // WRMBFFA binder miFeaFiiie,
// =1 wmA session id (32 1) TE29H154RIA
[/ AXIGBEATIER — SN LS ITEIEIRE // CTls13ServerContext::VerifyBinder sk (m1ci)
sessionCacheItem = CSessionCacheManager: :LookupCacheForServerItem( bool CTlsl3ServerContext::VerifyBinder(/* =z */) {
CSessionCacheManager: :m_pSessionCacheManager, /] ... (FTEE D)
(struct CSslContext *)sslContext,
identityData, [/ A o RIRBSA SIS HR L R A RIS — A R EEY,
0x20u,

// binder m&iETaemse:

(struct CSessionCacheServerItem **)(sslContext + Ox3EOQ)); comparisonResult = RtlCompareMemory(/* Z# */);

// #ExBE3Ax (SessionCacheltem 35#

// TERPRIEIHEP, TABIE XIS P S REEE

SF/SAE A 0 1 = IR SEBR
// s vmizE Ox3EQ &y CSessionCacheltem 3IsstRamsHeR /] 3 R A 46 £ 5

// ZBRBATHSHIIAITIHRMAN 2 wpz OXTIFFFfff &= 0, #HxEesz UAF (RmAEHK)
¥ return (comparisonResult == expectedLength);
else {// mw=x2: ®mm session ticket 9z mixIA }

// ERATFH KRS REARS B0 IE IR

sessionCacheIltem = CSs13TlsServerContext: :UnprotectAndDeserializeSessionState(

(CSs13TlsServerContext *)sslContext, Memory-Oracle TRk (3R R AR
identityData,
identitylLength, fik R 77 X: L&A PSK 12 & 49 ClientHello 4R 5L
(unsigned  int8 *const )(sslContext + Ox4E1), B #R: schannel.dll
*(unsigned _ int8 *)(sslContext + 0x501)); HMEM L AR R E R — AN, H)ig % A identity #= binder
, ik binderlength FH A& L KX, % binder FH L, Kmik
// sesmsonepEm (SessionCacheManager: : CacheRetrieveNewServerItem TR % 420048 3, ™ 3E binder 5 B AR IE Besk £ 5o
[/ R SRBEATISHRAGFAR, RLeFaK 1Sass LM
}
[/ .. (Rt Ees)

// CacheRetrieveNewServerItem &y —-~Em 526l
newSessionCacheItem = CSessionCacheManager: :CacheRetrieveNewServerItem(
sessionCacheManager,
*((_DWORD *)context + 16),
someData,
(struct CSessionCacheServerItem **)context + 124); // #x=:#4x (SessionCacheltem 354t

// SR mIiss£Aey (SessionCacheltem RaksFer
// SRFIARAiESLEY AR R RkR2E (SessionCacheltem 35%t+
// ... (RRKDE)
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9. 48 % T 4£: TLS Fuzz 1E %%




TLS1.3 i@ {Z 1142

« TLS1.3 @13 342
» FAAR I
— & P 3% &% ClientHello /# 2, 4 :
1$ﬂ%¢%é%
1% B 69 (EC)DH % 41 & F 3 PSK (A FH)
—~ H]i%‘m = & ServerHello 74 &, & 2 :
1. W 694 A8
2. mEH &, JR% ZE 4G (EC)DH % 47 i
- W RE P IHEARES (R i%éﬁ)‘*ﬁ%éﬁ*) JR %25 7T fit. K i£ HelloRetryRequest
> F IR
- MARBERGE, BEEITA M &AM E
— de R ORNAE R F \7"’2—?7%)3] AT kP RIAKLE, RHB LM ATH W IRIE:
1. &% Certificate (4= X.509 1E45)
2. R % CertificateVerify (FlIAIEE AT EANBF G E L)
- RHEBTHRBFERKE P nLst it 20069 F 40 1L
> TR F:
— R B A=K P 354 K i Finished 74 & :
1. XA AR F A2 6904 A EA (MAC)
2. FRAEE A HIN
3. A 5H F e 2| aib % 4

\

S
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& A A A X T B4y By IR

« Fuzzing protocols at the bit-level (Fb 42842 #7M]X T B)
1L TTRERAR: RERESHRE; AR ERTHT F; EALIMEA DY sHEORERS
2. M. TR EEZTAFE R, LEEMNPNEANGREF (e F i)
« Model-based protocols fuzzing (Z T K& 69t SULHIM K T B) - BA5#
» AR BIRME: AE A FRIKAAL(ESM) A 3T A, {2 R4
HEFEIRR: TRMNFE X ALE G HiiEsid); LExe2@MK DY HH
HETFRA AR RAEA LB &R RS BUA TR & TE SUAE
A PEFIWT P AL : FSM AR AR #1714 42 4%t
- BB GEAR— R ALENZAEIE; EEALREHINEITNREF
R R R AR s Tk 8 FR B BT A £ A6 W3R R R
« Program verification and secure compilation (#2 /5 I 9EFr4 4 % %)
» KR AS: FRERAFERIZIEST (W F) TEW; FRAKRZ A Fdf 7 #4771 XACIE A
- A F*% 5 & QUIC UL REIEAL T 29 20 A A2 KB E R 8 20938 F WX
— TLS 1.3 #93EBA{X R Tt BE. TLS 1.2 894EBA(E A FI)A B 2 T & EF.
» MR REABELRTAAN, CHFRDE
» TR A AR GE 6 KA PR B
» RIFE R AERIEFILLER RS, BREE AT EZRmEWRN; LEA SN AR
JT iz AE R a9 a5 I (e OpenSSL) F 89 DY XK &
« Advantages of DY Fuzzing
» RAMBMREZL: TURMSEEE. BEFPmRFBOEHAL,
» REBRROEFAS: RBAITITHE®OH &I, 5D B0 HRA.
» RAF O RN 0 A8 95 IR B PR R 89 IR R (K E HAER), W RMURT A AR R
» M TR B RE, RERERAOBRS, BET LRGSR .

v

v

v

v
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Pl A K S AU K AL
o IR FF OB IRIREXARI, LFAREFT ARSI INL LR 6 RIR (7 REM)

» MZ ISR A AP AL : unexpected_message(10); bad_record_mac(20); record_overflow(22);
decode_error(50); internal error(80)

» FH 4% illegal _parameter(47); decrypt_error(51); protocol version(70);

» 4/ 1x: handshake_failure(40); insufficient_security(71); inappropriate_fallback(86)

» JEP Fo F 49 I8 1E4E 1% . bad_certificate(42); unsupported_certificate(43); certificate_revoked(44);
certificate_expired(45); certificate_unknown(46); access_denied(49); unknown_ca(48);
unknown_psk_identity(115); certificate_required(116);

» 7 %5 1% : missing_extension(109); unsupported_extension(110); unrecognized_name(112);
bad_certificate_status_response(113); no_application_protocol(120)

.\ ’

IHelloRetryRequest

EarlyData | Clientifg

ClientHello :
RECVD _CH ClientHello HelloRetryRequest

\

Select Parameter

ServerHello

ORTT .
NEGOTIATED WAIT_EOED EncryptedExtensions
ServerHello WAIT_EE |22 200 \AT_CERT CR |
[CertificateRequest]-1 Using Certificate
[Certificate +CertificateVerify]-2 WAIT_FLIGHT2 EndOftarlyData Certificate- ertificateRequest-2

Finished

Client Auth-1
No Auth Certificate-1

WAIT_CV [«
CertificateVerify-2

WAIT_CERT

Empty Certificate

WAIT_CERT

EncryptedExtensions
Certificate Using PSK

WAIT_CV

[WAIT_FINISH ED

WAIT_FINISHED ]

CertificateVerify

inished

[EndOfEarlyData] Finished
[Certificate [+CertificateVerify]] 1
CONNECTED Finished [ CONNECTED |
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N llk
—
NN

. survey A—HEZR :
1. protocol syntax acquisition and modeling (W% &R I 5 242 )
2. testcase generation (MUIXAF17) &£ A%,)
3. test execution and monitoring (IR AT GRS ARN])
4. feedback information acquisition and utilization (}i AT SRR 5 A A

——
/)=

P1 P2 P3

<G> | ~ N

| ( ‘ ) Message Chain
Manual Anal y5|s| h ﬁ

| OaO50sO.

|

"

|

|

I

Network
W | Pr_o‘:fl S_tate_Syn_tax_ _ ‘ Testcase Generation
0 a 8 ¢ £ == Strategies
: ; ;

0x00h [ [
0x10h

Testcases

Ptorocol 0x20h

Source Code

35
I Protocol Message Syntax )/)
Self Iearmng I_@

II. Testcase Generation

- hd J

N
e (< ¢

____J

I. Protocol Syntax Acquring And Modeling ( )
4

(— Monitor |

b </> | ‘ |
A . l uﬂ : o{é?o Protocol Implementation Under Test] ‘I::> Bug Report

I
I
|
I
I | l Code Coverage | L N J
New StateJ 6q l
:: ::::::::: Heuristic HTTP/1 1 zoo oK | | - _J
Strategies l (,,% [ o
|
|
||
I
|
(

Reponse Code 1 -] Net Interface
D Snapshot mﬁéﬂ Emulation

[ ﬁu 1/0 Sync Point

o ] Memory %J ......
% rredback i __ ExecuteResult | | _Execution Optimization Strategies |

| IV. Feedback Information Acquisition and Utilization II. Test Execution and Monitoring )

J -

Figure 9: Unified Process Model for Network Protocol Fuzzing
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WP E R R I 5 A

. survey A—HEZR :
1. protocol syntax acquisition and modeling (17305 F KI5 Z42)
2. testcase generation (MUIXAF17) &£ A%,)
3. test execution and monitoring (MIXIAT 5K S/ N])
4. feedback information acquisition and utilization (R 151z &K I 5 4] )
« protocol syntax acquisition and modeling (¥} i& kKI5 #AZ)
» GBI A MR E L LTS A R BUR AR F 12 &R, U N R T A R A 2 R,
» protocol message syntax and protocol state syntax (PpBUH &5 FFa U BUR S5 %)
— protocol message syntax: WF3UH &5k T ABAZ A5 &3 F= TR IE
AL H &F AR FEOR D FROBLLINF AR FTERAGRM KR (B, FEFEROA
BAEFEORKE R EF) HFAFEANRCLERFELE, REABAATEEF A
— protocol state syntax: Al T#i£ 813 1 LALF R AR S
HE P 2 RE RS BRE M #F ey F 4, @7 B sCRERE,

r—-r—-——"—"="=>"="=>"="="=—"="—=—=—"——"7= r—-r—-—-=--=------- - - -"=-"=-"-=-"-=-"-"=-="=-"-"=-"=-"==-"=-"=-—"=-—-"=-=-=
| | | <DataModel name="RTPS_SETUP">
0 8 16 24 32bit | <Block name="head"mutable="false">
| t s L . ! | | <Number name="Magic Number" size="32" valueType="hex" value = "52 54 50 53" mutable="false"
| N N | endian="network" />
0x00 I Magic Number: 0x52 54 50 53 I <Block name="Version"mutable="false">

-

<Number name="minor"size="8"valueType="hex"value = "02"'mutable="false" endian="network"/>

|
| 0x20 Imajor: 0x02 Iminor: 0x02| VendorlD: 0x01 Of l |
| </Block>
|
|

<Number name="vendorID"size="16" valueType="hex" value = "01 of'mutable="false"endian="network" />

|
o0 [ | </Block>

|
|
|
|
<Number name="major"size="8"valueType="hex" value = "02"mutable="false"endian="network"/> |
|
|
|
|

’ DataModel \bf Pit File
</DataModel> —

| H Protocol Message Syntax . e e e e e e e e e e e e e e e e e e e e e e e e e =
_______________________________________
I_ <StateModel name="RTPS_State" initialstate="SETUP"> -
__________________ <State name="SETUP">
<Action type="output">
Coo <DataModel ref="RTPS_SETUP"/>

</Action>

|
| | | |
I I |
|
| |
| I </State> |
| | <State name="PLAY">
c c I
<Action e="output >
| 01 12 | | Action type="output"
| <DataModel ref="RTPS_PLAY" /> |
| Cis | — </Action> |
| | | </State> |
I I I
|
| | | |
| | | |
| | | |
| |

<State name="RECORD">
<Action type="output">
<DataModel ref="RTPS_RECORD" />
</Action>
</State>

\ StateModel of Pit File

</StateModel>
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WP E R R I 5 A

. survey A—HEZR :
1. protocol syntax acquisition and modeling (17305 F KI5 Z42)
2. testcase generation (MUIXAF17) &£ A%,)
3. test execution and monitoring (MIXIAT 5K S/ N])
4. feedback information acquisition and utilization (R 151z &K I 5 4] )
« protocol syntax acquisition and modeling (¥} i& kKI5 #AZ)
» GBI A MR E L LTS A R BUR AR F 12 &R, U N R T A R A 2 R,
» protocol message syntax and protocol state syntax (PpBUH &5 FFa U BUR S5 %)
— protocol message syntax: WF3UH &5k T ABAZ A5 &3 F= TR IE
L FARR: RE 7 A, R AR 69 W 4R F T 2 R 35
2. MBRE DA @I WK E 7 BT HA] 69 W 2807 2 kA IR B &S e A XA
B FRBAP A RE F B @A A AT 8Bk
3. BT AN : B OB T RS AL GHIABE G BERITH FKFREXTHIUE
B A% X 8913 &
4. AL#B) 5 5 : 1834 NLP BAR K I A sh i sUH &5 55 5] A 4
5. &R BAMEHE: BF P EFRREGHEHMETFHE & A0 ARIERF AR 69—
BUME Ak K AR ) of B2 69 F T 4B A m — AN B BLERS B BOT R WU 69 4 R AXAD AT 9k AR
— protocol state syntax: Al T#i£ 813 LALF R AR S
1. FF3: FI/TAREUBAGIRE 3,2 515 F AN (Pit L) $hif 4%+ LLM
2. AW E A R— F FVNKY 85T R E LA AZ 5 (PUT) VAGK 1348 52 69 57 18] B4
KR 22 5] Hok R A Ao 32 B AR PR LAY T HECR S
3. MAF D WBIAMA (WU EEFATA T £ R &R 2 Ao 4T 3 AT 6942 4] 1K 27 4]
& B eg R A )) KR5S IRSHRT A
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) X K17 A AR

. survey A—HEZR
1. protocol syntax acquisition and modeling (W} 3Li% & R B 5 3242 )
2. testcase generation (MIXAF17] 4 Ak, )
3. test execution and monitoring (3K AT GRS AEM])
4. feedback information acquisition and utilization (R 513 &K B 54| H)
« testcase generation (X AF17] 4 A% )
> DK AP £ R Ty ok
1. £ X (generation-based): K 4T 15 & £ A& M X A7)
- ABCE L Aa9 ) K0 B P R R e, AP & RARE T AMTEA N BGE A B AR
BMRECE . BLE AR T QXA XM i sGs H 344, Aikh 5 E
CAHE AR IR LR P A AT GRSk AT AR (RLE AHH5)
2. F X (mutation-based) : & 1 &4t T F4#AF 453+ B P 3=-AE 094 F A 24T X 5
— 4% R PR E R A T MK R 0 R -, AR 3] Bl AGE R ALE R R SR NG A A T
AL F AR (BT R E, EEAR)
3. FITM (fuzzer-in-middle): & % ¥ M AZBRE P infe R 5 8 2 0 69813 7 F-F 57+ X9 LAY
- WRRF EAE P RZ ARG RE, A LERTAEITEAAER. FEFTOIA
Fo AR R EZAAG BB Z A 83815 . GER A PUEEALTE)
4. £ m X (generation-based) +% 5+ X (mutation-based)
- BAERXFTFXAZLEES, ETRELALEREHNNY, BFATHHEERFT R

AN AN AN
CICICR . [ Sere
original input mutated input SRR
Client FITM @
) — I
mutated output original output | Network Protocol |

N — = | Implemention |
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M IRXPAT 5 K S A

. survey A—HEZR :
1. protocol syntax acquisition and modeling (W% &R I 5 242 )
2. testcase generation (MUIXAF17) &£ A%,)
3. test execution and monitoring (X PAT HREAM]) K& M
4. feedback information acquisition and utilization (R 151z &K I 5 4] )
« test execution and monitoring (X IAT H5RKESHEM]) KL E M
> MXHPAT: ANAL S (PUT) Bl $AT w8 3 A ax 8 X A 491
» REAM: BIRFEEBM PUT 692 47K A Rk B4e bug 49 ik &
» MR PAT EALL PR E TR T BE ROGMEAE 42, P Z R T AR 650 %
— PRER A B ) 23 O AR A R 3R
- ZEALIR G BHALE T BA 5005 3 B R Ak A
— IR CR S P BB TA) AR A
> MR IRAT R P 77 ik
1. (SnapShot) M8 : Aig4s T it 2| HA A AR AL AMIEA G E A LG T REWHE S A
Lo BF, ARAKRE, BWARE, THRARR, #ELRRS (FITM)
2. (Network Function Replacement or Emulation) & 7 ¢4 kA% dL: 1@ id #3548 T A API,
AR APLF, R R SaagdE o B R\ & XA T % (Desock+, SnapFuzz, FITM)
3. (Protocol I/O Synchronisation Points) L I/O Bl % & : AT FEHMBIFILE /O R & KA
Aok MR IAT, FRICEHACH B8t 1] & (NSFuzz)
4. (Sending a sequence of messages in one go) KX H &5 3| BV AR R AR P AR A B Ao
SUT Z A&y LT L4 (context-switches) T 4K
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. survey A—HEZR :

1. protocol syntax acquisition and modeling (W% &R I 5 242 )

2. testcase generation (MUIXAF17) &£ A%,)

3. test execution and monitoring (IR AT GRS ARN])

4. feedback information acquisition and utilization (R 151z &K I 54| A)
« feedback information acquisition and utilization (& 5%13 &K 54| F)

» U ARG ANME T A —XT RAEK

» RUIRAE &0k

1. " R RABCKRESHER): KER R RDHRE P w607 LT RN, Jilis s P on S ariR &
HORS . B ERE 0 2 ARAD KA P FEEAY — 24T 8, VT LAARET R a9 RS HT

2. BEF: BEFORRBELEF, HABFEE. P EEE RAEFEEE, REBFEFEF,
BHRERTREEME . BRE BN RAZL P AT R4, F A4 A B 12 5K F 9] AT A 18]
WEIE. D XFHE AW

3. & ATHREAFIITHRFLZERTZ . €T B RRDFaGF T, KRR 691z
B, RANRRESREFHNEESF, DX AMEERNPFFHERRD, ApPpB30EkFH
FRITAR B 7T A8 fik KRR 6 o R R SSAR G 4 &

4. TE: BT HOARNTAMEENIFRAT, T2TALSEMN EROHIE KT, TH
B A RAAF, @I RIAETERFBIPBCORS 6912 &5t AT Fe ZE 4P T BOR S HLASR
= AL X 6 A AR

5. B4 : AHAMERRELTRET A TEFAAF (3n RAM. ROM %) #AFfei7 69w /35
REFTHEE. CMNEFRIRKEGZI, FANfE, @33R A RIBIEITHRBH LR XZ
B, R L AT R ARG XA F K%~ £ 7R
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